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May 23, 2007
The Honorable Joseph |. Lieberman The Honorable Susan M. Collins
Chairman Ranking Member
Committee on Homeland Security and Committee on Homeland Security and
Governmental Affairs Governmental Affairs
United States Senate United States Senate
Washington, DC Washington, DC
The Honorable Bennie G. Thompson The Honorable Peter T. King
Chairman Ranking Member
Committee on Homeland Security Committee on Homeland Security
United States House of Representatives United States House of Representatives
Washington, DC Washington, DC

RE: Pending Legidation on Implementing the 9/11 Commission Recommendations

Dear Chairman Lieberman, Chairman Thompson, Ranking Member Collins, and Ranking
Member King:

The security of our nation is of utmost importance, and we greatly appreciate the Congress
efforts to implement the recommendations of the 9/11 Commission. Asyou consider the current
legislative proposals from the House (H.R. 1) and Senate (S.4) in conference, we, the
undersigned industry associations, would like to bring your attention to our concerns with two
specific provisionsin the existing bills: Private Sector Preparedness and Critical Infrastructure
Protection.

As industry associations whose members are the owners and operators of our nation’s critical
infrastructure, we understand industry’ s responsibility for preparedness and protection. To that
end, we have individually and in sector-focused security groups worked to embrace and
implement a risk management-based public-private-partnership to enhance security.
Unfortunately, the current legislative proposals in the areas of Private Sector Preparedness and
Critical Infrastructure Protection do not recognize the work already underway or the shared



vision of work to be done going forward, and create unclear and duplicative processes that could
undermine the substantial progress that is being made.

Therefore, we urge you amend the Private Sector Preparedness and Critical Infrastructure
Protection sections of the 9/11 bills so that they are focused and effective at enhancing the
security of our nation asfollows:

Require the Department of Homeland Security (DHS) and any other participating federal
agencies to work in partnership with the private sector on preparedness and protection,
particularly private sector preparedness programs, risk assessments, and critical
infrastructure lists/databases.

Ensure that risk assessments include the most current information and input from the
critical infrastructure owners and operators, thereby avoiding ineffective “one-size-fits-
all” solutions to preparedness and protection.

Recognize the crucial role that industry’ s sector-specific best practices and risk
management approaches play in protecting our nation, and reject rigid standards-based
preparedness programs that simply cannot keep up with the evolving demands facing our
nation.

Consistent with DHS and private sector efforts, focus on arisk-based, best practices
approach to preparedness, and reject government certification and accreditation programs
that areinconsistent with current initiatives and divert precious time, resources and
attention away from enhancing security.

Clearly, you understand that two issues—Private Sector Preparedness and Critical
Infrastructure—are at the center of our nation’s homeland security strategy. As such, we look
forward to working with the Congress and our government partners to devel op market incentives
to motivate adoption of existing and evolving best practices that can further amodern,
sustainable and risk-based system of security.

Thank you again for your consideration and continued work on these issues of national
importance; we would be happy to discuss them further with you or your staff.

Respectfully,
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